otris

Privacy notices for mobile apps
Information on the implementation of the European General Data Protection Regulation
(GDPR)

In addition to our software products, we also provide various mobile applications (apps) that you can download to
your mobile device. In the following, we inform you about the processing of personal data when using our apps in
addition to our general data protection declaration.

1. Usage data

When downloading an app, required information is transferred to the respective app store, i.e. in particular user
name, email address, customer number at the app store and the individual device identification. We have no influence
on this data processing. The operator of the respective app store is responsible for this. We only process the data that
is required to download the app to your device. When using an app, we process the following data to enable the

usability of the functions provided and to ensure the security and stability of the app:

e IP address of the user

e Date and time of the request

e Content of the request (specific page)

e Amount of data transferred in each case
e  Operating system of the user

e Rechtsgrundlage hierfir ist Art. 6 Abs. 1 lit. f DSGVO.

2. Push messages

To send push messages to mobile devices, we use the "GoogleFirebase Cloud Messaging" service (Google Inc., 1600
Amphitheatre Parkway, Mountain View, CA 94043, USA, "Google") for Android and "Apple Push Notification Service"
(Apple Inc. One Apple Park Way, Cupertino, California, USA, 95014) for iOS.

The push messages are sent using a pseudonymous push token assigned by the operating system you use or by the

corresponding push service. We cannot derive any personal data from the push token or assign it to an end device.

The sending of push messages is based on your consent in accordance with Art. 6 Para. 1 lit. a DSGVO.
You can revoke your consent at any time by switching off the "Receive push notifications" function in the app settings

or by deactivating the receipt of push messages in the operating system settings.

More information on GoogleFirebase and data protection can be found at https://www.google.com/policies/privacy/

and at https://firebase.google.com/.

More information on Apple and data protection can be found at https://www.apple.com/legal/privacy/de-wwy/.

Page 1 of 1 Privacy policy for mobile apps | otris software AG



